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Distribution

Distributed under Some rights reserved license which can be read if full at http://creativecommons.org/licenses/by-nc-sa/2.5/
You are free:

· To copy, distribute, display, and perform the work

· To make derivative works

Under the following conditions:

Attribution. You must give the original author credit.

Non-Commercial. You may not use this work for commercial purposes.

Share Alike. If you alter, transform, or build upon this work, you may distribute the resulting work only under a licence identical to this one.

Additional license: 

By non-commercial I mean that you can not take this and earn money on it.

However, you can install it in your corporate environment and use it there.

· For any reuse or distribution, you must make clear to others the licence terms of this work.

· Any of these conditions can be waived if you get permission from the copyright holder.

The punch line is that I wrote this and I share it with you. If you want to modify it – go ahead. If you want to write about it or use it on a site somewhere – go ahead but you need to give me the credits and refer to www.Grynx.com as the source. If you want to repack this application or any part in this distribution with the intent to show it off as yours or to earn money – then no, you’re plain and simply not allowed to.

Disclaimer
You use this application and it's components on your own risk.

I've designed it to my best knowledge and it seems to work just fine to me.

If you have any problems with it then I'd like to know, but I can't provide support for it so if you're stuck and don't know how to get it to work - then you're on your own.

Registration of license.
I believe in sharing my knowledge to ya’ all for free. So Greylist is available for free with one restriction – you should register the software if you use it for commercial purposes.

The only restriction of the unregistered version is the registration notice when you start Greylist admin. 

That’s it. But if you feel that you should register the software and then don’t – then I will come and haunt you in your dreams – Moooaaaahahaahaaaahaaaa (mad scientist laugh, really!)
Credits

Great thanks to Pär Rohlin at Perstorp.com for all his help in beta testing the application and for never giving up when things crashed over and over again.
Thanks to Johannes Zwirner and Volker for the testing of the German localization problems.

Also thanks to Victor Zinovyev, Martin Pichler for their help.
Why?

I've been managing mail systems for many many years and with the last release of Exchange 2003 MSX became able to block a majority of spam with it built in filters, especially by making use of the black lists. 

But the black lists have one drawback. They're never completely up to date and there are quiet a number of false positives (when they receive a email from a non spammer but it thinks it's spam).

So how about somehow blocking the email before the black list? 

Not something new - this has been done for ages in the Linux world and there are a great number of applications doing just this - Grey listing.

There are several products for MSX that run grey lists but they're all very commercial. And expensive.

And as I'd rather use a free application then pay lots and lots of money to 'the-big-corporation' I decided to write my own grey list.

Now - this is quiet a funny task for me. I'm not a programmer and do not (or rather did not) know a lot of what should actually be done. But hey - I might not be Einstein, but I sure as hell can learn!

So I did.

What is this and why should I use it?

Greylist is a program that plugs into your MSX SMTP server. When MSX sees that it's receiving the RCPT command then it will hand the control over to Greylist which will do the following:

1. Check if the source ip, sender or recipient is in the white list. If so then it will give control back.

2. Check if the combination of source ip, sender and recipient has been seen before.

3. If it has been seen before then was it more then two minutes ago? If so then give back control. If not, then send the message "451 4.7.1 Please try again later..." to the other mail server and disconnect.

So if Bob sends me an email right now then it will look like this:

  220 www.jarnaker.com Microsoft ESMTP MAIL Service, Version: 6.0.3790.1830 r

  eady at  Thu, 14 Sep 2006 16:48:26 +0200 ..

  HELO foo.com..

  250 www.grynx.com Hello [86.195.10.109]..

  MAIL FROM:<bob@foo.com>..

  250 2.1.0 bob@foo.com....Sender OK..

  RCPT TO:<me@grynx.com>..

  451 4.7.1 Please try again later...

If his server tries to resend the message within the time limit (default 2 min) then the message will continue to be blocked. 

If his server tries to resend the message after the time limit then it will be allowed to pass.

Why does it do this? Well, the theory is that Bob's mail server will resend the message every couple of minutes (or hours) until it times out. Spammers who are sending millions of spams couldn't be bothered about this and after being disconnected once - he won't try again.

Greylist admin is the program the controls the settings of Greylist. 

Features
Greylist

· Continue blocking for X minutes.

· Installs as a cached .dll 

· Block by Source IP, Sender email address, Recipient address all together or in any combination.

· White list (always allow) by Source IP, Sender email address, Recipient address or in any combination. 
· Supports local access database as well as Microsoft SQL 2000/2005 server.

· Clean out entries older then X days on the first session of the day.

· Logs on error to the event log

· Logs all sessions to a daily log file in /log/

· Written in VB.NET

· Disconnect session if grey listed.

Greylist admin

· Configures: Block for X minutes, Max age in X days, White list.

· Configures which items to use when blocking by Source IP, Sender email address, Recipient address all together or in any combination.

· Configures database connection.

· Configure 451 message behaviour.

· Displays blocked items and passed items in totals.

· Displays current items in database.

· Displays block rate in % according to all entries in the database.

· Manually start cleanup routine.

Registered version

· Configure how Greylist will handle the disconnect. This is useful to disable to allow multiple recipients in one email.

· Configure the 451 message. Registered users can set a custom message as the response if the session is grey listed. This is especially useful in corporate environments.

Requirements

This application was designed to run on:

· Windows 2000/2003 server

· Exchange 2000/2003

· .NET 2.0

· (Optional) SQL server 2000/2005 or SQL Server Express
Where to install it

The whole point with the Greylist is that it should be installed on the mail exchange (MX) server facing the outside world. This is where you have the contact with the spammers and this is where you can stop them.

So in a normal organization you would have one (or more) Exchange server (a) facing the internet and it will in its turn connect to the Exchange servers (b) inside your network. On this internet facing server (a) is where you want to install it. 

Local MDB or remote SQL database

Greylist installs with the default setting of using a local access mdb database. There is also an option to make use of a MS SQL server to store the data which has two interesting advantages.

To start with can the SQL database handle more stress and more data. The mdb database has proven to be stable in environments with 3-5000 mails a day and it can possible handle more, but the SQL server can handle millions of messages a day.
Secondly the advantage of having a central SQL server is that several Greylist servers can share the same database and therefore be used on multiple internet facing servers.

So to wrap that up – smaller organizations – use local mdb – larger organizations or with a lot of incoming traffic – use SQL.

There’s never a drawback using SQL database instead of the mdb. 
You can download the free version of Microsoft SQL server called SQL server Express 2005 (SSE) from here: http://go.microsoft.com/fwlink/?LinkId=64064 

The restriction on this SQL server is that you must install it on the same server that you intend to run Greylist from. If you’d like to use a SQL server outside the Greylist server then you have to purchase the full version from Microsoft.
Back end / front end

If you have more then one server in your organization then it is crucial that you enter their ip addresses in the white list. For example if your internet facing server has IP 10.0.0.1 and your internal mail servers have IP’s 192.168.20.10 and 172.28.1.77 then you will need to enter 192.168.20.10 as well as 172.28.1.77 into the source ip white list.

You can also enter whole ranges as described under the white list section.
Running Greylist on multiple servers

Greylist has been designed to run on everything from small servers to enterprise class servers. This means that you can start setting up Greylist on one MX and use a central MS SQL server and later install Greylist on more internet facing servers and reuse the connection string from the first server on the rest of the servers. They will then share the database to make sure that one mail coming through MX1 will be later accepted by MX2. 
The different Greylist installations can even be in different locals and time zones as Greylist only makes use of UTC time in international time format.
Sounds ok? Here's how to install it.

1. Copy all the files to a directory of your choice on the Exchange server. C:\Program files\Greylist will do fine.

2. Start Greylist admin. This will create the default database (greylist.mdb) and the settings file (greylist.cfg).

3. Open a command prompt (start - run – type cmd - OK) and go to the install directory. 

4. Type enable and press enter. This will register greylist.dll and tell the SMTP service to use it.

5. Test sending an email to yourself from somewhere on the outside and wait a couple of minutes.

6. Click on refresh in Greylist admin. You should now see at least one blocked item and at least on item in the database.

Didn't work? Here's how to remove it.

1. Open a command prompt (start - run – type cmd - OK) and go to the install directory. 

2. Type disable and press enter. It will remove the entry from the SMTP service and unregister it. 

3. Type iisreset and press enter to release all connections to the dll. You can now delete the directory.
Greylist admin – the settings
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The default settings are like in the first snapshot. 

The application saves all changes on exit. The white list changes are applied when you press one of the qualifier buttons or close the application.

Qualifiers

In this configuration it will make a triplet of the received information and use this for blocking. 

To only use for example the source ip for blocking simply uncheck senders address as well as recipients address. Then press apply. 
Delay

The delay is set by the delay field. This means that any session with the same qualifiers will be initially blocked for this time period.

To change this delay simply change it to the desired value and press apply.

Max age - Cleanup

Greylist will on the first execution every day try to delete all entries in the database that have not been seen in the amount of days in the max age field. This will then be logged in the application event log.

To change the amount of days a record will be kept simply change it to the desired value and press apply.

To manually initiate cleanup of the database and delete all entries older then 5 days immediately, change the value in max age to 5 and press Cleanup now. You’ll be presented with a confirmation dialog where you can also see how many entries are about to be deleted.

When you’re done you will need to change the max age value back to 10. 

In most cases this value should be increased to something like 30-90 days.

Statistics

Blocked items 
Number of sessions blocked since the database was initiated.

Passed items 
Number of sessions passed since the database was initiated.

Items in db 
Current amount of sessions/records in the database.

Last cleanup 
When the database was last purged for old records. Should normally show today’s date.

Block rate 
Amount in percent of the records currently in the database that have only been seen once. 
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White list 
Changes are saved to the database when you click on one of the type buttons or close the application.

To edit the white list click on the white list tab and then on source ip, sender or recipient.

To add an entry, select the type (ex source ip) and click in the big white field. Fill in the data (in this case the ip number) and press enter.

To modify an entry, click on the entry and modify it. Then press enter.

To delete an entry click on the grey column next to the entry as in the picture above. Then press the del key.

Note: Make sure you don’t enter any leading spaces, or any spaces at all for the matter, in these fields as this can have unpredictable results.

Wildcards.

Greylist doesn’t accept wildcards per se, but you can enter partial addresses. Examples:

[image: image1.emf]


Enter @hotmail.com in the senders white list to always accept email that seem to come from IBM.com

Enter xyz@foo.com in the senders list to accept all emails coming from any address that ends with xyz@foo.com. This means that emails to xyz@foo.com will be accepted as well as emails to abcxyc@foo.com.

Enter 192.168.0. in the source ip white list to accept all emails coming from this local subnet, e.g. from 192.168.0.23 as well as 192.168.0.196. See large picture.
[image: image2.emf]


Enter a full address in the recipients address field to never grey list a mail destined to this address.

Advanced settings
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Logging

The different log levels are:

· 0 – Only log informational events to event log. 

· 1 – Also log errors. 

· 2 – Also log warnings. 

· 3 – Also log execution times to a separate log file.

The checkbox ‘Log db errors to logfile’ toggles if error messages of type 999 will be logged to the log file. 

As 999 errors will be generated if the database is unreachable for any reason this is normally turned off. In a scenario where the database is located elsewhere you could expect the database to be unreachable at times.

Server

‘This is an Exchange server’ toggles what qualifiers Greylist will use. As the IP number won’t be read from an IIS server in the beginning of the session it will not be used if this checkbox is unchecked.

Database

Greylist will automatically setup for using a local access database on the first startup. If you need to store the access database elsewhere then manually change the path in the connection string and press apply.

To use a MS SQL database instead you should first manually create the database, username and password on your SQL server. The benefit of doing this manually is that you will know what has been done. 

Then select ‘MS SQL’ from the drop down box. You can now either fill in the connection string manually or press ‘Setup SQL connection’ to have it created for you.
When you’re done you need to press ‘Apply’, close Greylist admin and then restart the IIS service. This can be done by either typing IISRESET from a command prompt or by manually restarting the service.

Set up SQL connection form
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To have Greylist admin create the SQL connection string for you press ‘Set up SQL connection’ on the advanced settings tab.

If you have your database already set up then fill in servername (without \\), database name, username and password. 

Then press ‘Test connection’ and Greylist admin will try to connect to the database with the connection string shown in the window.
When you get an ok message then press OK and you will be brought back to Greylist admin.

In this window select Apply and the database will be populated with the empty tables and indexes.

You will now need to close Greylist admin and restart the IIS service for the changes to take effect.

The connection string in this window can not be edited.

Optional and not recommended.

To have Greylist admin create the database you will need administrator privileges on the SQL server.

Fill in all fields and then select windows authentication. The button ‘Create from above’ will now be available. 

Press the ‘Create from above’ button and Greylist admin will try to connect to the SQL server and create the database and the user. If you get an error message then you will need to create the database manually.
When you get the message database created then unselect ‘Windows authentication’ and press ‘Test connection’. If everything is ok you get and ok message and then press the OK button which will bring you back to Greylist admin. In this window select Apply and the database will be populated with the empty tables and indexes.

You will now need to close Greylist admin and restart the IIS service for the changes to take effect.

Response settings
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These settings are only available to registered users.
‘Disconnect on 451’ controls the behavior of Greylist when an session (or rather a RCPT TO:) has been grey listed.

Checked – This is the default and this is how the unregistered version runs. When a session becomes grey listed the 451 response message will be sent to the sending server and then the session will be disconnected.

Unchecked – When a session is grey listed then the 451 message will be sent to the sending server and the control will be returned to the SMTP service which now can accept more users.

This is a wanted behavior in corporate environments and this also allows bulk messages sent to multiple users in the organization to come through.

‘451 response’ allows you to edit the default message to fit your environment. For example if you enter the text This user is greylisted. Please contact XYZ’s IT department if you’ve received this in error. Phone number 001 555 1234 then the following message will be displayed to the sending server: 451 4.7.1 This user is greylisted. Please contact XYZ’s IT department if you’ve received this in error. Phone number 001 555 1234 

The ‘451 4.7.1’ will be automatically added to the message and instructs the sending mail server to try again later.

Don’t type the text 451 4.7.1 or use carriage return or line feed in the message. 

FAQ 
Q: I've looked at your code and I know 1000 ways to do this faster and better and smaller and...

A: Great! Let's get one thing straight here. I'm not a programmer. I'm IT Manager that just saw a need for an application. If you'd like to change the code to the better then do so and send the source package (as it is) back to me and I'll include it in the next version. If there’ll be one that is...


Q: I played around with the Greylist.cfg file or the Greylist.mdb database. Now it doesn’t work any more.

A: Make sure Greylist admin is closed then delete Greylist.cfg and Greylist.mdb. Then open Greylist admin again and it will create new files.

Q: I installed Greylist and now I can’t receive any email from Hotmail.

A: This is usually caused by the big mail sending companies using several mail servers for sending. This would mean that the first email would be logged like this:

23.45.123.38,Bob@hotmail.com,me@foo.com

This would of course be blocked as it is a fresh entry. When they try to resend it from another server then it would look like this:

23.45.123.123,Bob@hotmail.com,me@foo.com

And this would be interpreted by Greylist as a completely new entry.

To resolve this you can either turn off Source IP as qualifier or add @hotmail.com to the sender’s white list. The recommended method is to add a specific user to the sender’s white list like bob@hotmail.com. What can happen otherwise is that spammers using hotmail as a sending domain will come through.
Q: I installed Greylist and now I can’t send email from outlook / outlook express any more.

A: This is caused by outlook express sending the email in SMTP format. To resolve this issue you can either add your computers IP to the Source IP white list or add your email address to the senders white list.

The problem doesn’t occur if you use Outlook in Exchange server mode.

Q: A company sends bulk email to us but it’s always refused. How can I correct this?
A: Uncheck the box ‘Disconnect on 451’ on the Response tab in Greylist admin. This function will allow for multiple recipient addresses to be grey listed in one session. You need to register Greylist for this function to be enabled.

Q: I want to change the default message the Greylist sends out on a grey listed session.

A: You can do this by changing the text in the window ‘451 response’ on the Response tab. You need to register Greylist for this function to be enabled.  
Releases

Greylist

V1.0
Initial release

V1.0.1
Change in how the log file is written. Not released.

V1.1
Feature release. Not released.
· Logging is now done by all sessions, blocked and not, with codes. The format is adjusted to work with AWStats.
· 200 – white listed

· 250 – mail passed

· 451 – grey listed
· White lists now support partial entries

· Enter @foo.com in sender to accept all email from foo.com

· Enter 192.168.0. in source ip to accept all email from this subnet
V1.1.1
Minor change. Event logging is now done per type error, info or warning. Not released.
V1.1.2
Bug fix. Greylist now works properly with multiple sessions.

V1.1.3
Bug fix. V.1.1.2 could only handle up to 10 sessions. 1.1.3 is tested with 35 and ok.

V1.2.0
Feature release. Not released.

· Supports MS SQL server databases. 

· Event logging can be set to three different detail levels.

· 999 error logging can be turned off or on in the main log file.

· Implemented handling for lost connectivity to the database.

· Longer 451 message on disconnect, with links to homepage and greylisting.org

V1.2.1
Bug fix. Changed db handling. Not released.

V1.2.2
Bug fix. Changed error handling. Not released.

V1.2.3
Bug fix. Changed db handling on flapping db connections. Not released.

V1.2.4
Bug fix. Changed the way object record sets are released. Changed the way cleanups are made with dates to work with German locales. 

V1.3.0
Feature release.

· Registered users can change the way Greylist disconnects (or not) a session.

· Registered users can set a custom 451 message.

Greylist admin

V1.0 
Initial release

V1.0.1
Bug fix. 

· When editing the white list it gave a constraints error.

· White list buttons are now selected when editing the white list.

V1.1
Feature release. Not released.
· Upgrades the db to v1.0 to enable the white list to work with partials.
V1.1.1
Minor change. 

· Upgrades the db to v1.1 changed fields to varchar(200) from char(100).

V1.2.0
Feature release. Not released.
· Added database handling to support MS SQL

· Added handling for different log levels

· Improves the indexing in the databases.

V1.2.3
Bug fix
· Changed the way the cleanup procedure is done on mdb db’s. Not released.
V1.2.4
Feature release. Added registration dialog. Sorry… 

V1.3.0
Feature release.

· Registered users can change the way Greylist disconnects (or not) a session.

· Registered users can set a custom 451 message.
